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Security Program Overview Dashboard

BUSineSS R|Sk Profile Sources Risk Drives Cybersecurity Program Highlights
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Based on 5 risk levels as defined
by industry risk management frameworks:
least, minimal, moderate, significant, and most

Program Maturity Level (Based on NIST CSF 2019-2022) NIST Cybersecurity Framework Maturity Level Comparison
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Cybersecurity Program 20xx Plan

NIST Cybersecurity Framework

Key Functions

NIST Maturity
Level

2022 Objectives

Targeted Maturity Levels by Date
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Identify
Assets mgmt., governance, risk assessment, 31
party mgmt.

Protect

Identity management and access control, data
security, protective controls, awareness and
training

Detect
Anomalies and events, continues monitoring

Respond

Response planning, communications, analysis,
mitigation

Recover
Recover planning, communications
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Cyber Risk Scorecard

Diligent Product Department

Explore Diligent's Curated Content and Data

Overview Benchmarking Methodology

APPLICATION SECURITY
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Factor

Operations

Application
Security

IP Reputation

Program Maturity

Cubit Score

DNS Health

Endpoint Security

Network Security

Patching Cadence

Social Engineering

Reputation

Hacker Chatter

Information Leak
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— Diligent Product Department

Explore Diligent's Curated Content and Data

Cyber Risk Scorecard

About Cyber Risk Scorecard
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Overall Cybersecurity Risk
Rating

Diligent
I oot

Technology Industry Average

I s

The overall score for Diligent is 6
points higher than the industry
average

The overall score for Diligent has not
changed in the last 30 days

The Application Security score for
Diligent has decreased by 1 point in
the last 30 days

Operations

>

Related Issues

Application Security

| 784

etecting common website application vulnerabilities

IP Reputation

T 200

such as malw; , withi

cting suspicious

ork

Program Maturity

Cubit Score
95

orithms checking for implementation of commoan security best

DNS Health

. 85%

Detecting DNS insecure configurations and vulnerabilities
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Application Security Heatmap
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Partially covered

Legend _— Product/Service Product/Service Product/Service|Product/Service| Product/Service |Product/Service|Product/Service

Actively covered

Scanning/Testing
Penetration testing
Static analysis
Componentanalysis
Dynamic analysis

Mot covered
Not applicable

Projects
WAF integration
Secret Management
Anti-Tamper
Security Champion

Processes
Secure SDLC
Backlog Management
Vulnerability Fix
Release Reviews/Approvals
Security Design
Security Training

Documentation

Product Recon
Threat Modeling
Tier 2 InfoSec Support
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